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The dbh fileserver exchanges import files of dbh applications, which are hosted in the datacenter of dbh
Logistics IT AG. Dbh applications are running in a separate network segment. Connections via. Internet (for
the data file exchange as well as webserver) stand in the demilitarized zone (dmz).

At first, we have to insure a secure connection between the affiliated clients to protect file transfers against
other information flows on the Internet. The file transfer to the dbh through a sftp authentication with a
public-key.

The following documentation describes 'how to set up a secure connection'.
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1 Introduction

SSH is a protocol suite, which provides an encoding for network services like 'remote login'(to connect to
another computer and transfer data from one computer to the other).

Features:
-strong encryption
-X11 Forwarding (encrypts X Window System network traffic)
-Port Forwarding (encrypts certain channels for specific Protocols)
-strong authentication (Public Key, single-password and Kerberos authentication)
-interoperability (works with SSH 1.3, 1.5 and 2.0 protocol standards)

-data compression

2 What is necessary?

SSH client (SSH Version 2) for UNIX or Windows with file transfer Support (SFTP)

Free solution

Linux, UNIX: -Openssh (https://www.openssh.com)
Windows: -Putty (https://www.chiark.greenend.org.uk/~sgtatham/putty)

-WinSCP (https://winscp.net/eng/index.php) for graphical interface

21 Username/Password

Authentication is done by entering the username and the password.

2.2  Public Key

The authentication is done through a pair of keys (public/private key). The Public Key is deposited on the file
transfer server. This allows us a sign in without entering the password. If automated batch processes come
into play, this is compulsorily needed. The configuration of the public key is basically the same on all plat-
forms.

-generating the public/private keys

-transmission of the public keys onto the fileserver.

dbh
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3 Installation/Configuration
Every product is described in the following attachments:
-OpenSSH with UNIX/LINUX (Attachment A)

-Putty (Attachement C)

4 Usage
4.1  Data transfer with OpenSSH with UNIX

Public Key

£ sftp user@fx.dbh.de
sftp> put Dateil Dateil
sftp> get Dateil Dateil

Files will be transmitted without entering a password.

Batch operation

The batch operation can be realized with a command file. The commands will be worked off systematically
from top to bottom:

e.g. >batch.txt put *.xml

>quit

Transmits all xml files from the local directory to the home directory of the remote system.

Access

C:% sftp -b batch.txt user@fx.dbh.de
Ciak

4.2  File Transfer with Putty

With 'right click on start -> execute' (key combination 'win' + 'R") starts an input window. This is where you
have to search for 'psftp'. The file transfer to the file server is accomplished through the application 'psftp'.

Geben Sie den Namen eines Programms, Ordners,
Dokuments oder einer Internetressource an.

Abbrechen Durchsuchen... |

dbh
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Public Key

C:% psftp -i mykey.ppk uscerffx.dbh.de
Using username "user™.

Remote working directory ist /fhome/user
psftp> get Datel

psftp> put Dateil Dateil
psftp> guit
C:h

Files are transmitted without entering a password.

Batch operation

from top to bottom:
e.g. >batch.txt put *.xml

>quit

Access

The batch operation can be realized with a command file. The commands will be worked off systematically

Transmits all xml files from the local directory to the home directory of the remote system.

C:% psftp -b batch.txt user@fx.dbh.de
C:\

Every sftp command can be realized inside a command file.

C:\Programme\PuTTY=>psftp

psftp: no hostname specified; use "open host.name" to conne

psftp> help

I run a Tocal command bye finish

your SFTP session

cd change your remote working directory chmod

change file permissions and modes

close finish your SFTP session but do not quit PSFTP

del delete files on the remote server dir list
remote files exit finish your SFTP session

get download a file from the server to your Tocal

machin help give help lcd change Tocal working

directory Jpwd print Tocal working directory 1s

1ist remote files

mget download multiple files at once mkdir

create directories on the remote server

mput upload multiple files at once mv move

or rename file(s) on the remote server open

connect to a host

put upload a file from your local machine to the

server pwd print your remote working directory quit

quish your SFTP session reget continue downloading
iles

ren move or rename file(s) on the remote

server reput continue uploading files rm

delete files on the remote server rmdir

remove directories on the remote server

psftp>

SOFTWARE. BERATUNG. LOSUNGEN.
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5 Directories

Every user has two folders (import and export) according to the standard on the file server for file transfers.
Files, which are transferred onto the dbh file server, have to be saved into the folder 'import'. Files for the
customer will be provided in the folder 'export'. After a successful Transmission, every file has to be deleted
or saved in a subdirectory.

6 Firewall Settings

Port 22 has to be approved in order to allow a sftp communication starting from the 'fx.dbh.de'.
(194.99.88.17)

7 Attachement

7.1 Attachment A: OpenSSH with UNIX/LINUX

Installation of OpenSSH with instructions.

Public Key

To generate the public and private key pair you have to enter 'ssh-keygen'.

$ ssh-keygen -t rsa -b 2048 <RETURN:>

$ Generating public/private dsa key pair.

$ Enter file in which to save the key (/homedir/.ssh/id_rsa):<RETURN>
Enter passphrase (empty for no passphrase) : <RETURN>

Enter same passphrase again: <RETURN>

Your identification has been saved in /homedir/.ssh/id_rsa.

Your public key has heen saved in /homedir/.ssh/id_rsa.pub.

The key fingerprint is:

After the terminal requests you to enter a passphrase, you SHOULD NOT enter anything. Instead, you just
press <RETURN> twice to finish the configuration. There should be a file called 'id_rsa.pub'inside the directory
'lhomedir/.ssh/'.

This file will be transmitted in to the mail account of mailto:support@dbh.de and installed on the sftp server

dbh
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7.2

Attachment C: Putty with Windows

Download of the installer package on the following website: https://the.earth.li/~sgtatham/putty/0.70/w32/.
This is where you are able to download the newest version (putty-‘version®-installer.msi). The installation
starts with a simple double click. You should be able to start putty after a successful installation.

#2 PuTTY Configuration ? X
Category:
=5 Sgassinn [ Basic options for your PuTTY session ]
i ~ Loaging Specify the destination you want to connect to
=)~ Terminal
- Keyboard Host Mame {or IP address) Paort
- Bell [fe.lbh de] |[22 |
- Features Connection type:
=~ Window (JRaw () Telnet (C)Rlogin (@ 55H () Serial
g\;ﬁ:j:::::e Load, save or delete a stored session
- Translation Saved Sessions
- Selaction |ir15ert name here |
- Colours " ]
Default Settings
[=)- Connection i
.. Data v
- Prosey -
- Telnet _ Delete
- Rlogin
G- 55H
e Close window on exit;
(O Mways () Never (8 Only on clean exit
oot | o G

-'Connection type' = SSH

-Insert the server name (fx.dbh.de) into the input box 'Host Name (or IP address)'.

-Insert a name of your choice into the input box 'Saved sessions'. Use 'Save' to save your session.

-Change the directory of 'psftp.exe' from (usually'C:\Program Files (x86)\PuTTY') to 'C:\Windows\System'.

I & = | PuTTY - O X (e = | System — O X
Start Freigeben Ansicht e Start Freigeben Ansicht e
“— v 4 <« Progra.. » PuTTY v O PuTTY" ... P « v <« Windows » System v O System” .. 2
PuTTY Ll MName - A Prefetch il MName : A
PyCharm C D LICENCE o PrintDialog Speech 2
Reference A '@ pageant.exe 04 Provisicning
SAP Busine: &P plink.exe 3 W
Sophos I§ pscp.exe ) o RemotePackz
TeamViewe: @ peitpene B rescache
ViMware @ puttychin E‘.; Resources
Windows D g zz:tyty:::.ace ;: SchCache
Windows M g README it o schemas
Windows M & website 04 security
Windows M ServiceProfile
windows nt servicing
WindowsP}v 2 5 Setup Bl e 5
10 Elemente = 1 Element =
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Public Key

After the installation is finished successfully, the first thing to do is generating the key pair.

i Ausfithren >

Geben Sie den Mamen eines Programms, Crdners,
Dokuments oder einer Internetressource an.

|¢

Offnen: | puttyger|

Abbrechen Durchsuchen...

With 'right click on start -> execute' (key combination 'win' + 'R") starts an input window. This is where you
have to search for 'puttygen’.

= O 02 Filter ~v

Héchste Ubereinstimmung

PuTTYgen
Desktop-App

£ puttygen|

Otherwise, use the Windows search bar to search for 'puttygen’.

SOFTWARE. BERATUNG. LOSUNGEN.
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key to 4096.
g PuTTY Key Generator T et
File Key Conversions Help
Key
Mo key.
Actions
Generate a public/private key pair . Generate
Load an existing private key file . Load
Save the generated key Save pubfic key Save prvate key
Parameters
Type of key to generate:
(® RSA () DSA () ECDSA () ED25513 (C)55H-1 (RSA)
MNumber of bits in a generated key:

over the empty window space until the progress bar is full to generate the key.

g PuTTY Key Generator 7 *
File Key Conversions Help
Key

Please generate some randomness by moving the mouse over the blank area.

Actions
Generate a public/private key pair Genarata
Load an existing private key file Load
Save the generated key Save public key Saye pavate key
Parameters
Type of key to generate:

RSA DSA ECDSA ED25519 55H-1 (RSA)
MNumber of bits in a generated key: 4(r36

Generating the key pair might take a couple of minutes.

SOFTWARE. BERATUNG. LOSUNGEN.
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BE® PUTTY Key Generator

File Key Conversions Help
Key
Public key for pasting into Open55H authonzed_keys file:

szhrsa AAA

FEws/meRMJdpjzSr1P

wRpGtakiXbiH T 5A5600
HpCrHvWdlignOpSe /o P +adue

4iF A BdsYoe

VABINzaC lyeZEAAAABIG AAAGEATIMgPwod KOSaw | WzObj

ASLBVS5IFX 2cd RpaBowVE0oMBia 1zMX8P YdJ Szwlz B X Su s FEMXED 2RO LI By A
5 2gTvUWBg3o A3 73ZACTIU LG AWRHPIG Y385 70ul/ 1XR

C50Vils

Generate a public/private key pair
Load an existing private key file
Save the generated key

Parameters

Type of key to generate:
(®) RSA () D5A

Mumber of bits in a generated key:

() ECDSA () ED25513

Key fingerprint: |sshsa 4096 6d:b1:7e:17:ab:48:28:1c:36b1:29:7:91:96:23.03 |
Key comment: |rsa%ey-20180927 |
Key passphrase: | |
Confim passphrase: | |
Actions

Generate

Load

| Savepublickey | | Savepivaiekey |

() S5H-1{RSA)

Save the public key by pressing 'Save public key'.

?Fa-:‘
€ vt

» DieserPC » Dokumente » SS5H fir Anleitung

Organisieren » Meuer Ordner

BS A Name Anderungsdatum
Dynamics NA
installer
SSH

I% Dokumente
Anleitungen
Ausbildungsr
Benutzerdefir
Meine Scripte
OneMote-No
Outlook-Date
55H

S5H fiar Anlei
v

Typ

v 0

GroBe

Es wurden keine Suchergebnisse gefunden.

%
"SSH fur Anleitung” durchsuc... @

=~ @

Dateiname: | key.pub

= ‘

Dateityp: | All Files (*.)

]

+ Ordner ausblenden

[ Speichern ] [ Abbrechen ]
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Afterwards you need to press 'Save private key' to save your piece of the key pair. The warning has to be

answered with 'yes'.

PuTTY¥gen Warning

| Are you sure you want to save this key
without a passphrase to protect it?

Mein

@ Save private key as:

T » DieserPC » Desktop » S55H

Crganisieren v MNeuer Ordner

PycharmProjec ™  Name Anderungsdatum
2 Suchvorginge
B videos

g Dieser PC
M 3D-Objekte

30.08.2018 14:15

'@ myprivatekey.ppk

=] Bilder

I Desktop
Anleitungen
Aushildungsr
BS
Dynarmics NA
installer

SSH
v

Typ

PuTTY Private Key...

v D

Grofie

5SH" durchsuchen R

B~ @

IKB

Dateiname:

Dateityp: | PuTTY Private Key Files (*.ppk)

~ Ordner ausblenden

Abbrechen

8 Safety Note!

Saving the private keys without a passphrase provides a potential security risk. You should take appropriate

measurements to insure that only entitled people have access to the private key.

The File with the public key (key.pub) has to be send to the following email: 'support@dbh.de' and will be

deposited on the sftp-server.

Configuration of Putty

Putty has to be set up in order to use keys. Therefore, start putty and open the previously saved session.
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ﬁ PuTTY Cenfiguration ?
Category:
- S_ession | Basic options for your PuTTY session
P Logging Specify the destination you want to connect to
[=)- Terminal
Host Mame {or IP address) Port
- Keyboard
- Bel [Fcbh.de] | [22
- Features Connection type:
= Window (JRaw () Telnet ()Rlogn (®55H () Seral
gq;aea@nce Load, save or delete a stored session
- Behaviour
Tt Saved Sessions
. Selaction |insert name here |
- Colours . i
Default Settings
=)~ Connection . ond
- Data | Save
- Prowy el
- Telnet _ Delete
- Rlogin
&- 55H
S Close window on exit;
(O Aways  (CINever (@) Only on clean exit
ﬂmm Heip Open Cancel
Under 'Category' select 'SSH' (left side).
ﬁ PuTTY Configuration ?
Categony:
‘... Features ~ | Options controlling S5H connections
F] e Data to send to the server
i i fppearance Remot #
- Bekigoi emote command:
- Translation |
- Selection :
L L o Protocol options
£ Connection [] Dent start a shell or command at all
.. Data [[] Enable compression
- Prongy 55H protocol version:
.. Telnet @2 (31 {INSECURE)
[__,n Sharng an 55H connection between PuTTY tools
1 B [] Share 55H connections f possible
- Host keys Permitted roles in a shared connection:
- Cipher LUpstream {connecting to the real server)
G- Auth Downstream {connecting to the upstream PuTTY)
T
¥
- Tunnels
- Bugs
- More bugs %
Aot || Hep Open || Cancel

Under 'SSH protocol version' tick of the box that says '2'. Then select under 'SSH' > ‘Auth’.
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% PuTTY Configuration 7
Categony:
I.'—] Window - Cptions controlling S5H authertication
i i Appearance
. Behaviour Display pre-authentication banner {35H-2 anly)
... Translation [ Bypass authentication entirely (55H-2 anly)
: gjj?rl:n Authentication methods
,—:] Crimection Attempt authentication using Pageant
.. Data [ ] Attempt TI5 or CryptoCard auth (S5H-1)
- Prony Atempt "keyboard-4nteractive” auth (55H-2)
;Tln# Authentication parameters
- Rlogin
E-55H [ ] Allow agert forwarding
- Kex [ ] Mlow sttempted changes of usemame in 55H-2
- Host keys Private key file for authentication:
- Cipher i i
Bl | |  Browse... |
T
%17
- Tunnels
- Bugs
- Mare bugs
- Sefial W
About Help Open Cancel

with the function 'Browse'.

Open the previously generated file of the private key in the input box 'Private key file for authentication'

ﬁ Select private key file
€ - v

Crganisieren v MNeuer Ordner
/7 Suchvorginge ®  Name

m Videos

@ Dieser PC
"} 3D-Objekte

=] Bilder

I Desktop

E| Dokumente
Anleitungen
Aushildungsr
Benutzerdefir
Meine Scripte
OneMote-No
Outlook-Date
S5H
SSH fir Anlej

'@ myprivatekey.ppk

> Dieser PC » Dokumente » 55H fiir Anleitung

Anderungsdatum Tvp

30.08.2018 1415

PuTTY Private Key...

v D

Grofie

"55H for Anleitung”

3KB

Dateiname: | myprivatekey.ppk

*
durchsuc... 2

Bz » [ 0

v | |PuTTY Private Key Files ".ppk) |

Offnen iv Abbrechen
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You have to save your session now again.

#2 PuTTY Configuration ? X
Category:
=5 Sgassinn | Basic options for your PuTTY session |
F _l_"" I_Iog?ing Specify the destination you want to connect to
o Host Mame {or IP address) Paort
- Keyboard
- Bel [fx.coh.de] ||22 |
- Features Connection type:
=~ Window (JRaw () Telnet (C)Rlogin (@ 55H () Serial
gp;ﬁea@nce Load, save or delete a stored session
- Behaviour
- Translation Saved Sessions
- Selaction |ir15ert name here |
- Colours " ]
Default Settings
[=)- Connection i i
.. Data ' e
- Prosey e
- Telnet _ Delete
- Rlogin
G- 55H
e Close window on exit;
(O Mways () Never (8 Only on clean exit
Aot | Help | Open || Cancel

Therefore, press 'session' (left side) and 'Save'. This saved session will be re-opened from psftp with the
command 'load".

The documentation of putty can be read on the following webpage: 'https://www.chi-
ark.greenend.org.uk/~sgtatham/putty/docs.html'.
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